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Abstract of the contribution: This contribution discusses on the QoS differentiation issue when accessing to PLMN services via SNPN and vice versa and provides solutions.
1 Discussion
It is still FFS for support QoS differentiation for access to PLMN services (e.g. IMS voice) via SNPN (stand-alone non-public network) and vice versa.
In order to support "Accessing PLMN services via SNPN networks and vice versa", the N3IWF based architecture was reused. So the UE’s PLMN PDU session and PLMN NAS signalling are carried over IPsec SAs over the Nwu interface. And the related IPsec SAs for signalling and user plane will be transmitted over the SNPN PDU session.
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Figure-1 user plane protocol 
The SNPN will be transparent to the PLMN’s NAS signalling and user plane data and QoS differentiation within the SNPN for PLMN’s services is unspecified (e.g., probably falls back to be best effort). However, PLMN services are benefited with QoS differentiation within the SNPN, e.g. IMS service offered via PLMN. The IMS service probably not to be deployed in the SNPN, but the user, the SNPN and the PLMN still would like the UE to access, e.g.IMS voice with guaranteed QoS.
The following figures show the protocol stacks in the UE over NWu toward the N3IWF. The key here is that SPI (Security Parameter Index) is different for signalling SA and each child SA(s). 
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Figure-2 signalling IPsec SA 
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Figure-3 IPsec child SA

According to 23.501 chapter 5.6.7.2 5, SPI is already part of the packet filter in the QoS rule. According to 24.501 chapter 8.3.7, the UE supports to request QoS by initiating PDU session modification request with requested QoS rule and requested QoS flow description.
Two options are considered to solves the QoS differentiation issue with least impacts
· Option1 achieves QoS differentiation based on 1) the QoS mapping from the PLMN QoS to the SNPN QoS at the UE side and 2) UE’s QoS request to the SNPN as defined in 24.501.
· Option2 achieves QoS differentiation based on 1) configure the SNPN the mapping relationship between the DSCP and QoS parameters in the PLMN and 2) traffic detection on the DSCP in the SNPN UPF.
2 Option1: based on UE’s QoS request 
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Figure4 procedure for option1.
Step1：Preparation phase

· A DNN for accessing PLMN services can be configured in the UE and SNPN PCF network. It is also possible to use one common Internet PDU session to access the PLMN services.
· An inter-operator agreement between the SNPN and PLMN can be configured in the SNPN, including whether authorize the QoS request from the UE. This can be realized with policies in PCF or SMF. For example, UEs belonging to an SNPN/Enterprise can be allowed to create GBR flows to PLMN N3IWF IP addresses with maximum bit-rate to be able to carry an IMS voice call. Such a policy can be implemented in PCF.

Step2: The UE gets access to PLMN services via a PDU Session established with the DNN (dedicated or Internet DNN) used for accessing the PLMN.
Step3: For the PDU session established with the DNN for accessing the PLMN,

· Upon reception of the signalling IPsec SA setup (i.e. for NAS signalling) from the N3IWF of the PLMN, the UE can request the SNPN to setup a QoS flow solely used for the signalling IPsec SA. For the requested QoS flow, the UE provides the SPI of the signalling IPsec SA as the packet filter and a 5QI used for signalling. 
· Upon reception of the IPsec child SA setup (i.e. for user plane data) from the N3IWF of the PLMN, the UE can request the SNPN to setup QoS flows for each IPsec child SA. For the requested QoS flow, the UE provides the requested QoS flow description based on the QoS flow description (e.g. standardized 5QI(s)) associated with the IPsec child SA and the SPI of the IPsec child SA as the packet filter. 
· The N3IWF will always create separate IPsec child SAs for signalling and user data so QoS differentiation in SNPN on that level is always possible without any changes in the PLMN N3IWF. If more granular QoS is needed i.e., within on PLMN PDU session, then the N3IWF must be configured to create separate IPsec child SAs for the PLMN QFIs that should be differentiated. This is because the SNPN network will not be able to inspect payload traffic inside the ESP header due to encryption. This is already supported in standards and N3IWF can be configured to do that based on 5QI of the requested QoS profile. Either the N3IWF can treat all UEs equally over NWu and create child SAs for all or there could be a policy to only do that for UEs in certain IP subnets (i.e., the transport IP address of the UE’s IKE/IPsec session). 

· The 5QI value used for user IPsec SAs in the resource request from the UE to SNPN AMF/SMF can be based on the standardized 5QI values i.e., the PLMN provides a standardized 5QI value in the PDU session modification and UE use the same 5QI value in the resource request to the SNPN. 

· The 5QI value used for NAS IPsec SA can be statically configured in the UE.

Step4: Based on the inter-operator agreement or policies and configuration in SNPN PCF, the SNPN (PCF or SMF) authorizes the UE’s requested QoS flow description and requested QoS rule in the PDU session established with the DNN for accessing PLMN services. 
The impact summary of option1 is as follows: 
· PLMN 5GC, including N3IWF: no new impact

· TS 23.502 already requires N3IWF to allocate signalling IPsec SA solely for NAS signalling and at least one separate IPsec Child SA for User Plane, in addition, the N3IWF is configured to allocate separate IPsec Child SA for QoS flow of the PLMN.
· SNPN: configuration required
· A DNN for accessing PLMN services can be configured to the UE by the SNPN PCF.

· Policies in PCF potentially based on an inter-operator agreement between the SNPN and PLMN is configured in the SNPN, including whether authorize the QoS request from the UE.

· The SNPN(PCF or SMF) authorizes the UE’s requested QoS flow description and requested QoS rule in the PDU session established with the DNN for accessing PLMN services. 

· UE: configuration required
· A UE gets access to PLMN services via a PDU Session established with the DNN for accessing the PLMN. (either dedicated or Internet PDU session).
· For the PDU session established with the DNN for accessing the PLMN, 
· Upon reception of the signalling IPsec SA setup (i.e. for NAS signalling) from the N3IWF of the PLMN, the UE can request the SNPN to setup a QoS flow solely used for the signalling IPsec SA. For the requested QoS flow, the UE provides the SPI of the signalling IPsec SA as the packet filter and a 5QI used for signalling. 
· Upon reception of IPsec child SAs setup (i.e. for user plane data) from the N3IWF of the PLMN, the UE can request the SNPN to setup the QoS flow for each IPsec child SA. For the requested QoS flow, the UE provides the requested QoS flow description based on the QoS flow description (e.g. standardized 5QI(s)) associated with the IPsec child SA and the SPI of the IPsec child SA as the packet filter. 
3 Option2: based the mapping between DSCP and QoS
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Figure6: procedure for option2
Step1：Preparation phase.

· A DNN for accessing PLMN services is configured to the UE by the SNPN PCF.

· An inter operators’ agreements between the SNPN and PLMN is required, including the information as follows: the IP address of the PLMN N3IWF, the mapping relationship of the QoS parameters (e.g. the 5QI) and the DSCP in the PLMN, the DSCP used for the signalling IPsec SA. This option also requires that the IP transport path between PLMN and SNPN is known and that no transit router or switch resets the DSCP value.
Step2: The UE gets access to PLMN services via a PDU Session established with the DNN used for accessing the PLMN. The traffic detection rule for the PLMN N3IWF is provided to the SNPN UPF.

Step3-6, after the traffic detection report from the SNPN UPF in, the SNPN PCF or SMF apply to 

· Detect the signalling IPsec SA according to the DSCP used for the signalling IPsec SA and authorize a QoS flow solely for the IPsec SA.
· Authorize the QoS flow for the detected DSCP based the QoS parameters mapped with the DSCP.

· Set the packet filter of the authorized QoS flow to the SPI of the IPsec SA associated with the DSCP, in order to avoid impact on the related interfaces. 
The impact summary of option2 are as follows: 
· PLMN 5GC, including N3IWF: 
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Figure6 QoS mapping via DSCP
· PLMN’s N3IWF is configured by the OAM to allocate different IPsec child SA for different QoS flow. 
· The DSCP allocated for the IPsec SA should be the DSCP mapped with the QoS parameters (e.g. 5QI) of the QoS flow associated with the IPsec tunnel. The mapping relationship between the DSCP and QoS parameters (e.g. 5QI) shall be one to one mapping.
· The DSCP for the signalling IPsec SA is dedicated used for signalling IPsec SA.

· SNPN: 
· An inter operators’ agreements between the SNPN and PLMN is required, including the information as follows:

· The IP address of the PLMN N3IWF, which is used to decide the traffic detection rule.
· The mapping relationship of the QoS parameters (e.g. the 5QI) and the DSCP in the PLMN, which is used to deduce the QoS requirement based on the DSCP.
· The DSCP used for the signalling IPsec SA, which is used to detect the signalling IPsec SA.
· A DNN in the SNPN for accessing to PLMN is also required in order to trigger traffic detection rule and associate with the inter operators’ agreement between the SNPN and PLMN.
· After the traffic detection report from the SNPN UPF, SNPN PCF or SMF 

· Detect the signalling IPsec SA according to the DSCP solely used for the signalling IPsec SA and authorize a QoS flow sorely for the IPsec SA. 

· Authorize the QoS flow for the detected DSCP based the QoS parameters mapped with the DSCP ; 

· Set the packet filter of the authorized QoS flow to the SPI of the IPsec SA associated with the DSCP, in order to avoid impact on the related interfaces. 
· UE: no new impact.
· A UE gets access to PLMN services via a PDU Session established with the DNN for accessing the PLMN.
4 Summary impact on the 5GS
	Impact analysis
	Option1: based on UE’s QoS request
	Option2: based the mapping between DSCP and QoS

	SNPN PCF/SMF
	Whether requires a DNN used for accessing to PLMN
	N, but dedicated new  can be used 
in order to associate with the inter operators’ agreement between the SNPN and PLMN
	N, but new DNN can be used
in order to trigger traffic detection rule and associate with the inter operators’ agreement between the SNPN and PLMN

	
	Whether requires inter operators’ agreements configured at the SNPN?
	Y, agreement needed if QoS differentiation is to be done for flows within a PDU session. N3IWF must be configured to setup IPsec child SAs.

The N3IWF can be configured to always setup child SAs for QoS flows and then there is no need to have per-SNPN SLAs/configuration.


	Y new inter operators’ agreements
The inter operators’ agreements includes the information as follows:

· The IP address of the PLMN N3IWF.

· The setup of IPsec child SAs if QoS differentiation is to be done for flows within a PDU session.

· The mapping relationship of the QoS parameters (e.g. the 5QI) and the DSCP in the PLMN.

· The DSCP used for the signalling IPsec SA.

· The IP transport path must not reset the DSCP value.

	
	Whether configures traffic detection at the UPF?
	N

	Y 
PCF/SMF decides the traffic detection rule to the UPF

	
	How to validate the SNPN QoS flow?
	Based on the inter operators’ agreements and UE’s QoS request or based on configuration in SNPN (e.g. policies in the PCF)
	Based on the inter operators’ agreements and traffic detection report from the UPF
· Detect the signalling IPsec SA according to the DSCP dedicated used for the signalling IPsec SA and authorize a QoS flow sorely for the IPsec SA ; 

· Authorize the QoS flow for the detected DSCP based the QoS parameters mapped with the DSCP ;

	PLMN 5GC, including N3IWF
	IPsec SA allocation restriction for PLMN QoS flow
	no new impact

PLMN N3IWF may be configured to allocate different IPsec child SA for different QoS flow.
	PLMN N3IWF is configured to allocate different IPsec child SA for different QoS flow.

	
	DSCP allocation restriction for IPsec SA.
	N
	Y
The DSCP allocated for the IPsec SA should be the DSCP mapped with the 5QI of the QoS flow associated with the IPsec tunnel. The mapping relationship between the DSCP and QoS parameters (e.g. 5QI) shall be one to one mapping.

The DSCP for the signalling IPsec SA is dedicated used for signalling IPsec SA.

	UE impact
	
	UE performs the QoS mapping from the PLMN QoS flow to the SNPN QoS flow, and request the corresponding QoS flow in the PDU session established with the DNN used for accessing the PLMN.
	N


Option 1 requires minimal coordination/SLAs between SNPN and N3IWF so for standalone solutions we think it is the most achievable solution. The PLMN can have one static configuration in the N3IWF to setup dedicated IPsec child SA(s) which can be used by all SNPNs so no need to have dedicated per SNPN configurations. Option 2 requires that PLMN/SNPN is in control of the complete transport network between PLMN and SNPN 5GCs and that is not always the case i.e., when using open Internet connection.

Proposal: It is proposed to take Option1 and Option2 into account to solve QoS differentiation issue.
5 reference
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	Ref: TS 23.501:

5.7.6.2
IP Packet Filter Set
For IP PDU Session Type, the Packet Filter Set shall support packet filtering based on at least any combination of:

-
Source/destination IP address or IPv6 prefix.

-
Source / destination port number.

-
Protocol ID of the protocol above IP/Next header type.

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

-
Flow Label (IPv6).

-
Security parameter index.
-
Packet Filter direction.


24501
	Ref: TS 24.501:

8.3.7      PDU session modification request
8.3.7.1          Message definition
The PDU SESSION MODIFICATION REQUEST message is sent by the UE to the SMF to request a modification of a PDU session. See table 8.3.7.1.1.

Message type:   PDU SESSION MODIFICATION REQUEST
Significance:   dual
Direction:      UE to network
Table 8.3.7.1.1: PDU SESSION MODIFICATION REQUEST message content
IEI
Information Element
Type/Reference
Presence
Format
Length
 
Extended protocol discriminator
Extended protocol discriminator
9.2
M
V
1
 
PDU session ID
PDU session identity
9.4
M
V
1
 
PTI
Procedure transaction identity
9.6
M
V
1
 
PDU SESSION MODIFICATION REQUEST message identity
Message type
9.7
M
V
1
28
5GSM capability
5GSM capability
9.11.4.1
O
TLV
3-15
59
5GSM cause
5GSM cause
9.11.4.2
O
TV
2
55
Maximum number of supported packet filters
Maximum number of supported packet filters
9.11.4.9
O
TV
3
B-
Always-on PDU session requested
Always-on PDU session requested
9.11.4.4
O
TV
1
13
Integrity protection maximum data rate
Integrity protection maximum data rate
9.11.4.7
O
TV
3
7A
Requested QoS rules
QoS rules
9.11.4.13
O
TLV-E
7-65538
79
Requested QoS flow descriptions
QoS flow descriptions
9.11.4.12
O
TLV-E
5-65538
7F
Mapped EPS bearer contexts
Mapped EPS bearer contexts
9.11.4.8
O
TLV-E
7-65538
7B
Extended protocol configuration options
Extended protocol configuration options
9.11.4.6
O
TLV-E
4-65538
Table 9.11.4.13.1: QoS rules information element
QoS rule identifier (octet 4)
The QoS rule identifier field is used to identify the QoS rule.
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 0  no QoS rule identifier assigned
0 0 0 0 0 0 0 1  QRI 1
        to
1 1 1 1 1 1 1 1  QRI 255
The network shall not set the QRI value to 0.
 
……
 
Packet filter component type identifier
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 1  Match-all type
0 0 0 1 0 0 0 0  IPv4 remote address type
0 0 0 1 0 0 0 1  IPv4 local address type 
0 0 1 0 0 0 0 1  IPv6 remote address/prefix length type
0 0 1 0 0 0 1 1  IPv6 local address/prefix length type
0 0 1 1 0 0 0 0  Protocol identifier/Next header type
0 1 0 0 0 0 0 0  Single local port type
0 1 0 0 0 0 0 1  Local port range type
0 1 0 1 0 0 0 0  Single remote port type 
0 1 0 1 0 0 0 1  Remote port range type
0 1 1 0 0 0 0 0  Security parameter index type
0 1 1 1 0 0 0 0  Type of service/Traffic class type
1 0 0 0 0 0 0 0  Flow label type
1 0 0 0 0 0 0 1  Destination MAC address type
1 0 0 0 0 0 1 0  Source MAC address type
1 0 0 0 0 0 1 1  802.1Q C-TAG VID type
1 0 0 0 0 1 0 0  802.1Q S-TAG VID type
1 0 0 0 0 1 0 1  802.1Q C-TAG PCP/DEI type
1 0 0 0 0 1 1 0  802.1Q S-TAG PCP/DEI type
1 0 0 0 0 1 1 1  Ethertype type
All other values are reserved.
 
The description and valid combinations of packet filter component type identifiers in a packet filter are defined in 3GPP TS 23.501 [8].
 
For "match-all type", the packet filter component shall not include the packet filter component value field.
 
For "IPv4 remote address type", the packet filter component value field shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first.
 
For "IPv4 local address type", the packet filter component value field shall be encoded as defined for "IPv4 remote address type".


For "IPv6 remote address/prefix length type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and one octet prefix length field. The IPv6 address field shall be transmitted first.


 
For "IPv6 local address/prefix length type", the packet filter component value field shall be encoded as defined for "IPv6 remote address /prefix length".
 
For "protocol identifier/Next header type", the packet filter component value field shall be encoded as one octet which specifies the IPv4 protocol identifier or Ipv6 next header.
 
For "single local port type" and "single remote port type", the packet filter component value field shall be encoded as two octets which specify a port number.
 
For "local port range type" and "remote port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.
 
For "security parameter index", the packet filter component value field shall be encoded as four octets which specify the IPSec security parameter index.
 
For "type of service/traffic class type", the packet filter component value field shall be encoded as a sequence of a one octet type-of-service/traffic class field and a one octet type-of-service/traffic class mask field. The type-of-service/traffic class field shall be transmitted first.
 
For "flow label type", the packet filter component value field shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label.
 
For "destination MAC address type" and "source MAC address type", the packet filter component value field shall be encoded as 6 octets which specify a MAC address.
 
For "802.1Q C-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the customer-VLAN tag (C-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID.
 
For "802.1Q S-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the service-VLAN tag (S-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID.
 
For "802.1Q C-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q C-TAG PCP and DEI. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI.
 
For "802.1Q S-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q S-TAG PCP. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI.
 
For "ethertype type", the packet filter component value field shall be encoded as two octets which specify an ethertype.



23503
	Table 6.6.2.1-2: UE Route Selection Policy Rule

Information name

Description

Category

PCF permitted to modify in a UE context

Scope

Rule Precedence
Determines the order the URSP rule is enforced in the UE.
Mandatory
(NOTE 1)
Yes
UE context
Traffic descriptor

This part defines the traffic descriptors for the policy
Application identifiers

Application identifier(s) 

Optional

Yes
UE context

IP descriptors

IP 3 tuple(s) (destination IP address or IPv6 network prefix, destination port number, protocol ID of the protocol above IP)
Optional

Yes
UE context
Non-IP descriptors

Descriptor(s) for non-IP traffic

Optional

Yes

UE context
DNN
This is the DNN information provided by the application
Optional

Yes

UE context
List of Route Selection Descriptors
A list of Route Selection Descriptors. The components of a Route Selection Descriptor are described in table 6.6.2.1-3
Mandatory

NOTE 1: Rules in a URSP shall have different precedence values.
Table 6.6.2.1-3: Route Selection Descriptor

Information name

Description

Category

PCF permitted to modify in URSP
Scope

Route Selection Descriptor Precedence 
Determines the order in which the Route Selection Descriptors are to be applied. 
Mandatory
(NOTE 1)
Yes
UE context
Route selection components

This part defines the route selection components
Mandatory
(NOTE 2)

SSC Mode Selection
One single value of SSC mode.
Optional

Yes
UE context
Network Slice Selection
Either a single value or a list of values of S-NSSAI(s).
Optional

Yes
UE context
DNN Selection
Either a single value or a list of values of DNN(s).
Optional

Yes
UE context
PDU Session Type Selection
One single value of PDU Session Type
Optional

Yes
UE context
Non-seamless Offload indication

Indicates if the traffic of the matching application is to be offloaded to non-3GPP access outside of a PDU Session.

Optional

(NOTE 3)
Yes
UE context
Access Type preference

Indicates the preferred Access Type (3GPP or non-3GPP) when the UE establishes a PDU Session for the matching application.

Optional

Yes
UE context
NOTE 1:
Every Route Selection Descriptor in the list shall have a different precedence value.

NOTE 2:
At least one of the route selection component shall be present.

NOTE 3:
If this indication is present in a Route Selection Descriptor, no other components shall be included in the Route Selection Descriptor.
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